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kreMLin

Verified 

source code

1. Compile restricted subset
of verified source code
to efficient C/C++ ; or

2. Use a DSL for 
portable verified 
assembly code



Authenticate data by

1. Encoding it as a polynomial in the prime field 2130 − 5

2. Evaluating it at a random point: the first part of the key 𝑘
3. Masking the result using the second part of the key 𝑚



Security?

If the sender and the receiver disagree on the data 

then the difference of their polynomials is not null. 

Its evaluation at a random is 0 with probability 
2130



A typical 64-bit arithmetic implementation:

1. Represent elements of the prime field for p = 2130 − 5
using 3 limbs holding 42 + 44 + 44 bits in 64-bit registers

2. Use 𝑎. 2130 + 𝑏 % 𝑝 = 𝑎 + 4𝑎 + 𝑏 % 𝑝 for reductions

3. Unfold loop



Sample F* code:

the spec for the 

multiplicative MAC 

used in TLS 1.3

Its verified optimized 

implementation for x64 

takes 3K+ LOCs





Low*: a subset of F* for safe C-style programming

Supports compilation to C, in nearly 1-1 correspondence, 

for auditability of our generated code

Features a C-like view of memory (pointer arithmetic with verified safety)

KreMLin: a new compiler 
from Low* to C (ICFP’17)





•

Readability, transparency
(code review)

Adoption, maintenance

•

•

•
Monomorphization of dependent types
Data types to flat tagged unions
Compilation of pattern matching
From expressions to statements (hoisting)
Name-disambiguation (C’s block-scoping)
Inlining (in-scope closures, stackInline)

•





F* spec, F* code, C code for

• Chacha20

• Poly1305 



As fast as best hand-written 

portable C implementations





Vale: extensible, automated 

assembly language verification

(Usenix’17)machine model (F*)

type reg = r0 | r1 | ...
type ins =

Mov(dst:reg, src:reg)
| Add(dst:reg, src:reg)
| Neg(dst:reg)
…

instructions

eval(Mov(dst, src), …) = …
eval(Add(dst, src), …) = …
eval(Neg(dst), …) = …
…

semantics

print(Mov(dst, src), …) =
“mov “ + (…dst) + (…src)

print(Add(dst, src), …) = …
…

code generation

Vale source code

procedure mov(…)
requires …
ensures …

{ … }

procedure add(…)
…

machine interface

procedure quadruple(…)
requires 0 <= r0 < 230;
ensures r1 == r0 * 4;

{
mov(r1, r0);
add(r1, r0);
add(r1, r1);

}

program[Mov(r1, r0),
Add(r1, r0),
Add(r1, r1)]

lemma_mov(…);
lemma_add(…);
lemma_add(…);

code proof

Trusted
Computing
Base

mem[eax] == 
SHA(mem[ebx])

crypto spec

functional correctness & 

side-channel protection



Vale Poly1305 
procedure poly1305_reduce()

…

{

…

And64(rax, d3);

Mov64(h2, d3);

Shr64(d3, 2);

And64(h2, 3);

Add64Wrap(rax, d3);

Add64Wrap(h0, rax);

Adc64Wrap(h1, 0);

Adc64Wrap(h2, 0);

…

}

Bug!  This carry was originally missing!



procedure poly1305_reduce() returns(ghost hOut:int)

let

n := 0x1_0000_0000_0000_0000;

p := 4 * n * n - 5;

hIn := (n * n) * d3 + n * h1 + h0;

d3 @= r10; h0 @= r14; h1 @= rbx; h2 @= rbp;

modifies

rax; r10; r14; rbx; rbp; efl;

requires

d3 / 4 * 5 < n;

rax == n - 4;

ensures

hOut % p == hIn % p;

hOut == (n * n) * h2 + n * h1 + h0;

h2 < 5;

{

lemma_BitwiseAdd64();

lemma_poly_bits64();

And64(rax, d3)…Adc64Wrap(h2, 0);

ghost var h10 := n * old(h1) + old(h0);

hOut := h10 + rax + (old(d3) % 4) * (n * n);

lemma_poly_reduce(n, p, hIn, old(d3), h10, rax, hOut); }

And64(rax, d3);

Mov64(h2, d3);

Shr64(d3, 2);

And64(h2, 3);

Add64Wrap(rax, d3);

Add64Wrap(h0, rax);

Adc64Wrap(h1, 0);

Adc64Wrap(h2, 0);

Vale Poly1305 



OpenSSL Vale

• AES: OpenSSL with SIMD, AES-NI

• Poly1305 and SHA-256: OpenSSL 

non-SIMD assembly language

(same assembly for OpenSSL, Vale)


